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DETAILED ACTION 

1 . Claims 1-34 are pending and have been examined. 

Information Disclosure Statement 

2. The listing of references in the specification is not a proper information disclosure 
statement. 37 CFR 1 .98(b) requires a list of all patents, publications, or other 
information submitted for consideration by the Office, and MPEP § 609.04(a) states, 
"the list may not be incorporated into the specification but must be submitted in a 
separate paper." Therefore, unless the references have been cited by the examiner on 
form PTO-892, they have not been considered. 

Drawings 

3. The drawings are objected to as failing to comply with 37 CFR 1 .84(p)(5) 
because they include the following reference character(s) not mentioned in the 
description: 118 (fig 1). Corrected drawing sheets in compliance with 37 CFR 1.121(d), 
or amendment to the specification to add the reference character(s) in the description in 
compliance with 37 CFR 1 .121(b) are required in reply to the Office action to avoid 
abandonment of the application. Any amended replacement drawing sheet should 
include all of the figures appearing on the immediate prior version of the sheet, even if 
only one figure is being amended. Each drawing sheet submitted after the filing date of 
an application must be labeled in the top margin as either "Replacement Sheet" or "New 
Sheet" pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner, 
the applicant will be notified and informed of any required corrective action in the next 
Office action. The objection to the drawings will not be held in abeyance. 
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Specification 

4. The disclosure is objected to because it contains an embedded hyperlink and/or 
other form of browser-executable code (page 3, lines 3 f 6). Applicant is required to 
delete the embedded hyperlink and/or other form of browser-executable code. See 
MPEP§ 608.01. 

Claim Objections 

5. Claim 1 is objected to because of the following informalities: "a computer- 
implemented method and system". All the dependent claims are drawn on a method. 
Claim 1 has been interpreted as reciting ""a computer-implemented method" for the 
purposes of this document Furthermore, even though claim 1 attempts to recite a 
method, the language does not specifically recites any steps, but describes what an 
attacker does or may do. Appropriate correction is required. 

6. Claims 14-16 are objected to because of the following informalities: "in which in 
which". Perhaps just one "in which" was intended. Appropriate correction is required. 

7. Claim 22 and 25 are objected to because of the following informalities: 
"containing copies of symbols in the that occur in plaintext" (emphasis added). 
Appropriate correction is required. 

8. Claim 32 is objected to because of the following informalities: "sytematically". 
Perhaps "systematically" was intended. Appropriate correction is required. 

9. Claims 33 and 34 are objected to because of the following informalities: "for for". 
Perhaps just one "for" was intended. Appropriate correction is required. 
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Claim Rejections - 35 USC § 112 

10. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his inventipn. 

1 1 . Claim 1 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

The terms "reasonably" and "reasonable" in claim 1 are relative terms which 
render the claim indefinite. The terms "reasonably" and "reasonable" are not defined 
by the claim, the specification does not provide a standard for ascertaining the requisite 
degree, and one of ordinary skill in the art would not be reasonably apprised of the 
scope of the invention. "Reasonably select and arrange some of the symbols to 
produce a very large number of decrypt attempts". 

12. Claim 1 is rejected as failing to define the invention in the manner required by 35 
U.S.C. 112, second paragraph. 

The claim(s) are narrative in form and replete with indefinite and functional or 
operational language. The structure which goes to make up the device must be clearly 
and positively specified. The structure must be organized and correlated in such a 
manner as to present a complete operative device. The claim(s) must be in one 
sentence form only. Note the format of the claims in the patent(s) cited. 



Application/Control Number: 09/988,300 Page 5 

Art Unit: 2136 

Claim Rejections - 35 USC § 102 

13. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

14. Claims 33-34 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Hartman, Jr. (US Patent Number 5,500,897, hereinafter "Hartman"). 

Regarding claim 33, Hartman teaches an apparatus for encryption and 
decryption of text audio, graphic, video or other data (column 1, lines 14-35), comprising 
at least one computer (column 4, lines 25-57). 

Regarding claim 34, Hartman teaches an apparatus for encryption and 
decryption of text audio, graphic, video or other data (column 1, lines 14-35), comprising 
two or more computers connected over at least one network (column 4, lines 25-57). 
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Claim Rejections - 35 USC § 103 

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

16. Claims 1-13 and 28-31 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hartman, and further in view of Litwin, Jr. et al. (US Patent 
Number 6,703,923, hereinafter "Litwin"). 

Regarding claim 1, Hartman teaches a computer-implemented method and 
system for encryption and decryption of text audio, graphic, video or other data. 
Hartman does not expressly disclose that an attacker who seeks to recover a plaintext 
from a ciphertext, can reasonably select and arrange some of the symbols of the 
ciphertext to produce a very large number of decrypt attempts that are plausible, but 
that are unrelated in meaning to the original plaintext; and an attacker who seeks to 
recover a plaintext from a ciphertext, who does not know the specific key used for 
encryption, cannot know whether any one of a number of attempted decrypts he 
produces, by means of a reasonable selection and arrangement of some of the symbols 
of the ciphertext, is a correct original plaintext. However, Litwin teaches comprising 
steps such that: an attacker who seeks to recover a plaintext from a ciphertext, who 
may or may not know the general encryption method, but who does not know the 
specific key used for encryption, can reasonably select and arrange some of the 
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symbols of the ciphertext to produce a very large number of decrypt attempts that are 
plausible, but that are unrelated in meaning to the original plaintext; and an attacker 
who seeks to recover a plaintext from a ciphertext, who may or may not know the 
general encryption method, but who does not know the specific key used for encryption, 
cannot know whether any one of a number of attempted decrypts he produces, by 
means of a reasonable selection and arrangement of some of the symbols of the 
ciphertext, is a correct original plaintext (column 2, lines 35-60). Therefore, it would 
have been obvious to one having ordinary skill in the art at the time the invention was 
made to combine the teachings of Hartman and Litwin. One of ordinary skill in the art 
would have been motivated to do so to encrypt information transfers (Litwin, column 1 , 
lines 30-67). 

Regarding claim 2, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 1 above. Furthermore, Litwin teaches that if the 
same plaintext is encrypted twice using the same key, the respective ciphertexts may 
be different (column 2, lines 35-60). 

Regarding claim 3, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 1 above. Furthermore, Litwin teaches that if the 
same plaintext is encrypted twice using the same key, the respective ciphertexts may 
have different lengths (column 2, lines 35-60). 

Regarding claim 4, the combination of Hartman and Litwin does not expressly 
disclose comprising steps in which a key for encryption and decryption contains a 
named integer. However, Examiner takes Official Notice that using integers as keys for 
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encryption/decryption was conventional and well known. Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to use 
integers as keys for encryption/decryption since Examiner takes Official Notice that it 
was conventional and well known. 

Regarding claim 5, the combination of Hartman and Litwin does not expressly 
disclose further comprising steps in which a key for encryption and decryption contains 
a named set of symbols. However, Examiner takes Official Notice that using a named 
set of symbols as keys for encryption/decryption (Navajo code talkers used their native 
tongue to securely communicate messages for the military during World War II, a 
named set of symbols) was conventional and well known. Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to use 
a named set of symbols for encryption/decryption since Examiner takes Official Notice 
that it was conventional and well known. 

Regarding claim 6, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 1 above. Furthermore, Hartman teaches further 
comprising steps in which a key for encryption and decryption contains an executable 
computer program (column 4, lines 24-67). 

Regarding claim 7, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 6 above. Furthermore, Hartman teaches further 
comprising steps in which a key for encryption and decryption contains an executable 
computer program, in object code form, that is made known to an encryption program at 
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run time, and that is made known to a decryption program at run time (column 4, lines 
24-67). 

Regarding claim 8, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 6 above. Furthermore, Hartman teaches further 
comprising steps in which a key for encryption and decryption contains an executable 
computer program that generates and uses pseudo random numbers (column 2, lines 
28-43). 

Regarding claim 9, the combination of Hartman and Litwin does not expressly 
disclose using of a source of genuinely random numbers. However, Examiner takes 
Official Notice that the use of a source of genuinely random numbers for encryption 
purposes was conventional and well known. Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to use of a source 
of genuinely random numbers for encryption purposes since Examiner takes Official 
Notice that it was conventional and well known. 

Regarding claim 10, the combination of Hartman and Litwin does not expressly 
disclose further comprising steps in which a key contains a table describing an encoding 
of a digit in the range 0-9 into two or more choices of symbols, such that a symbol 
amongst the choices for a given digit does not occur amongst the choices for any other 
digit. However, Examiner takes Official Notice that encoding (assigning an arbitrary 
meaning to a symbol) was conventional and well known. Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to 
have a table describing an encoding of a digit in the range 0-9 into two or more choices 
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of symbols since Examiner takes Official Notice that it was conventional and well 
known. 

Regarding claim 11, the combination of Hartman and Litwin does not expressly 

disclose generating a permutation of the numbers 1 n, where n is given as input to 

the generator. However, Examiner takes Official Notice that the use of a source of 
genuinely random numbers or a pseudo random number generator, generating a 
permutation of the numbers 1, . . . ,n, where n is given as input to the generator, for 
encryption purposes was conventional and well known. Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to 
generate a permutation of the numbers 1, . . . ,n, where n is given as input to the 
generator since Examiner takes Official Notice that it was conventional and well known. 

Regarding claim 12, the combination of Hartman and Litwin does not expressly 
disclose the generator generates only a permutation that does not contain any 
sequential subsequence of a specified length. However, Examiner takes Official Notice 
that generating only a permutation that does not contain any sequential subsequence of 
a specified length was conventional and well known. Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to 
generate only a permutation that does not contain any sequential subsequence of a 
specified length since Examiner takes Official Notice that it was conventional and well 
known. 

Regarding claim 13, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 1 above. Furthermore, Hartman teaches further 
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comprising steps in which a key contains a function depending on the length of a 
plaintext to be encrypted or decrypted, depending also on a named integer that is part 
of the key, and depending also on a pseudo random or genuinely random integer, the 
function producing a sequence of apparently random integers in a prescribed range 
(column 4, lines 24-67). 

Regarding claim 28, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 1 above. Furthermore, Hartman teaches a processor 
for encryption/decryption. Applicant also admits the use of padding was known (page 1). 
Furthermore, Examiner takes Official Notice that decrypting using a function (to 
decipher an encoded message) and using padding was conventional and well known. 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to decrypt using a function and separate the padding 
information, this information containing information about how the ciphertext was 
created since Examiner takes Official Notice that it was conventional and well known. 

Regarding claim 29, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 1 above. Furthermore, Hartman teaches a processor 
for encryption/decryption. Applicant also admits the use of padding was known (page 1). 
Furthermore, Examiner takes Official Notice that decrypting using a function (to 
decipher an encoded message) and using padding was conventional and well known. 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to decrypt using a function and separate the padding 
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information since Examiner takes Official Notice that it was conventional and well 
known. 

Regarding claim 30, the combination of Hartman and Litwin teaches the 
limitations as set forth under claim 1 above. Furthermore, Hartman teaches a processor 
for encryption/decryption. Applicant also admits the use of padding was known (page 1). 
Furthermore, Examiner takes Official Notice that decrypting using a function (to 
decipher an encoded message) and using padding was conventional and well known. 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to decrypt using a function and separate the padding 
information since Examiner takes Official Notice that it was conventional and well 
known. 

Regarding claim 31, the combination of Hartman and Litwin does not expressly 
disclose in which a key contains a function that a decrypter may use to apply an inverse 
permutation to a permuted sequence of plaintext symbols in order to recover an original 
sequence of plaintext symbols. However, Examiner takes Official Notice that decrypting 
using a function (to decipher an encoded message) was conventional and well known. 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to decrypt using a function since Examiner takes Official Notice 
that it was conventional and well known. 

17. Claims 14-17 and 20-25 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hartman and Litwin, and further in view of Menezes et al. (NPL 
document "Handbook of Applied Cryptography", hereinafter "Menezes"). 
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Regarding claim 14, the combination of Hartman and Litwin does not expressly 
disclose steps in which a key contains a program capable of encoding a number, digit- 
by-digit, into a sequence of symbols, using a pseudo random number generator, or 
using a source of genuinely random numbers, the pseudo random or genuinely random 
numbers being used to choose amongst the choices in a table for the encoding of each 
digit. However, Menezes teaches steps in which a key contains a program capable of 
encoding a number, digit-by-digit, into a sequence of symbols, using a pseudo random 
number generator, or using a source of genuinely random numbers, the pseudo random 
or genuinely random numbers being used to choose amongst the choices in a table for 
the encoding of each digit (pages 224-251, 420-424). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to 
randomly choose the order of encryption. One of ordinary skill in the art would have 
been motivated to do so because it was well known to randomly choose the order of 
encryption (Menezes, pages 224-251 , 420-424). 

Regarding claim 15, the combination of Hartman, Litwin, and Menezes teaches 
the limitations as set forth under claim 14 above. Furthermore, Menezes teaches steps 
in which a sequence encoding a positive number, is padded, digit-by-digit, with 
additional symbols not among the choices in a table, but including symbols from an 
input plaintext, using a pseudo random number generator, or using a source of 
genuinely random numbers, to choose the padding symbols (pages 224-251, 420-424). 

Regarding claim 16, the combination of Hartman, Litwin, and Menezes teaches 
the limitations as set forth under claim 15 above. Furthermore, Menezes teaches steps 
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in which in which a padded sequence that encodes a positive number, is decoded digit- 
by-digit, using a table, ignoring padding symbols not among the choices in the table, to 
obtain the unencoded number (pages 224-251 , 420-424). 

Regarding claim 17, the combination of Hartman and Litwin does not expressly 
disclose steps in which a key contains a function with one input integer, that produces 
as output ah integer in the range between 0 and the input, that output being used as the 
start position in which a sequence of padded encoded information is inserted into a 
ciphertext. However, Menezes teaches steps in which a key contains a function with 
one input integer, that produces as output an integer in the range between 0 and the 
input, that output being used as the start position in which a sequence of padded 
encoded information is inserted into a ciphertext (pages 224-251, 420-424). Therefore, 
it would have been obvious to one having ordinary skill in the art at the time the 
invention was made to randomly choose the order of encryption. One of ordinary skill in 
the art would have been motivated to do so because it was well known to randomly 
choose the order of encryption (Menezes, pages 224-251 , 420-424). 

Regarding claims 20 and 23, the combination of Hartman and Litwin does not 
expressly disclose using padding. However, Menezes teaches using padding with 
encryption (chapter 9), randomly using padding bits (page 420), (claim 20) placing 
padding of different lengths between those symbols in a ciphertext that originate from a 
plaintext (pages 332-334, 420-424), (claim 23) placing padding of different lengths at 
the start and/or end of a ciphertext (pages 332-334). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to use 
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such padding methods to encrypt the plaintext information. One of ordinary skill in the 
art would have been motivated to do so because it was well known to use different 
types of padding to disguise content being exchanged between parties. 

Regarding claims 22 and 25, the combination of Hartman and Litwin does not 
expressly disclose placing copies of symbols that occur in the plaintext as padding 
information. However, Menezes teaches using padding with encryption (chapter 9), 
randomly using padding bits (page 420) and Examiner takes Official Notice that placing 
copies of symbols that appear in the plaintext as padding information was conventional 
and well known, these symbols would be discarded by the recipient in order to decipher 
the ciphertext. Therefore, it would have been obvious to one having ordinary skill in the 
art at the time the invention was made to place copies of symbols that occur in the 
plaintext as padding information between symbols and/or at the start/end of a ciphertext 
since Examiner takes Official Notice that it was conventional and well known. 

Regarding claims 21 and 24, the combination of Hartman and Litwin does not 
expressly disclose placing encoded information about the encryption process as 
padding information. However, Menezes teaches using padding with encryption 
(chapter 9), randomly using padding bits (page 420) and Examiner takes Official Notice 
that placing encoded information regarding an encryption process as padding 
information was conventional and well known. Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to place encoded 
information regarding an encryption process as padding information between symbols 
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and/or at the start/end of a ciphertext since Examiner takes Official Notice that it was 
conventional and well known. 

18. Claims 18-19, 26-27, and 32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hartman and Litwin, and further in view of Schneier (NPL 
document "Applied Cryptography"). 

Regarding claim 18, the combination of Hartman and Litwin does not expressly 
disclose permuting the positions of all of the symbols in an input plaintext sequence, 
according to a given permutation, the permutation being performed over the entire 
length of the plaintext sequence. However, Schneier teaches transposition ciphers 
(pages 10-17). Therefore, it would have been obvious to one having ordinary skill in the 
art at the time the invention was made to permute (transpose) the position of the 
symbols. One of ordinary skill in the art would have been motivated to do so because it 
was well known to use transposition ciphers (Schneier, pages 10-12). 

Regarding claim 19, the combination of Hartman and Litwin does not expressly 
disclose. permuting the positions of the symbols in subsequence blocks of an input 
plaintext sequence, according to a given permutation, the subsequence blocks not 
necessarily all being of the same length. However, Schneier teaches transposition 
ciphers (pages 10-17). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to permute (transpose) the position of 
the symbols using blocks of different length. One of ordinary skill in the art would have 
been motivated to do so because it was well known to use transposition ciphers 
(Schneier, pages 10-12). 
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Regarding claim 26, the combination of Hartman and Litwin does not expressly 
disclose circularly rotating the ciphertext during encryption. However, Schneier teaches 
rotor machines ciphers (pages 10-17). Furthermore, Hartman teaches a processor for 
encryption/decryption. Applicant also admits the use of padding was known (page 1). 
Furthermore, Examiner takes Official Notice that decrypting using a function (to 
decipher an encoded message) and using padding was conventional and well known. 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to encrypt using a rotor machine cipher and add padding. One 
of ordinary skill in the art would have been motivated to do so because it was well 
known to translate plaintext symbols into other plaintext symbols (Schneier, pages 10- 
12). 

Regarding claim 27, the combination of Hartman and Litwin does not expressly 
disclose circularly rotating the ciphertext during decryption. However, Schneier teaches 
rotor machines ciphers (pages 10-17). Furthermore, Hartman teaches a processor for 
encryption/decryption. Applicant also admits the use of padding was known (page 1). 
Furthermore, Examiner takes Official Notice that decrypting using a function (to 
decipher an encoded message) and using padding was conventional and well known. 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to encrypt using a rotor machine cipher and add padding. One 
of ordinary skill in the art would have been motivated to do so because it was well 
known to translate plaintext symbols into other plaintext symbols (Schneier, pages 10- 
12). 
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Regarding claim 32, the combination of Hartman and Litwin does not expressly 
disclose in which the plaintext symbols are systematically translated into other plaintext 
symbols. However, Schneier teaches substitution ciphers (pages 10-17). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention 
was made to systematically translate plaintext symbols into other plaintext symbols. 
One of ordinary skill in the art would have been motivated to do so because it was well 
known to translate plaintext symbols into other plaintext symbols (Schneier, pages 10- 
12). 
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Conclusion 



19. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. US Patent Number 5,541,996 to Ridenour and US Patent 
Number 6,732,278 to Baird, III et al. disclose using true random number generators for 
encryption purposes. 

20. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David G. Cervetti whose telephone number is (571) 272- 
5861. The examiner can normally be reached on Monday-Friday 7:00 am - 5:00 pm, off 
on Wednesday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on (571) 272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). n /) 
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